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Abstract: 

We describe the issues related to the implementation of the traditional model for an office environment. In the tradit ional model of 

Microsoft office the users are allowed to save the documents on the local pc as well as on the cloud using OneDrive. We descr ibe 

a unique method of saving the documents on a remote server and the traditional method of storing the document on the local pc is 

disallowed. The user is compelled to store the documents on a remote server. User can only access the software if he has the 

access rights and a valid username and password. The system will save a new copy of the document every time the user saves the 

document and retains the original copy. Search module helps the user to retrieve the saved documents with the help of keywords 

search wherein it becomes simple for the user to retrieve documents  even if the user does not remember the exact  name of the 

document. 
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I. INTRODUCTION 

 

Centralized manner of storing work is gaining popularity 

quickly in the business world. A centralized storage has to be 

maintained in business organizations that can help them to 

handle their data files in an effective manner. We implement a 

centralized storage for the documents of word, excel and 

power point. What makes our p lugin different from the current 

software working is that we make it compulsory for the user to 

save their work on the local server instead of allowing it to 

save on the local computer. This compulsion of saving the 

document on a local server has a lot of advantages when 

compared to the existing method of saving documents and we 

explain the advantages in the upcoming sections of our paper. 

In this paper we explain the implementation of a p lugin for 

word, excel and power point. This p lugin enables the user to 

save their documents on a remote server. The Microsoft office 

that is in use currently enables the user to save the document 

on the local computer of the user. These documents can be 

accessed by any user who  has an access to the computer. So 

structured file  management solves the problem of storing the 

documents on the local computer and instead compels the user 

to save the documents on a remote server. The organization of 

this paper is the following: We describe the requirements of 

the centralized storage mechanism that we implement; we also 

discuss the current hardware and software limitations and then 

how our implementation helps in solving the prevailing issues.  

 

II. PROBLEM DEFINITION 

 

Our main reason behind developing the Microsoft Office 

plugin is to provide more security fo r document storage.  By 

the means of providing a centralized storage we improve the 

security of the document storage. For the purpose of retrieval 

we make use of a unique search mechanis m that helps to 

retrieve the stored documents in a simple manner. There is a  

single location for storage of documents and templates and 

this can be done by  the option to compel users to save files 

into the server database by changing the behavior of save and 

save as button of word, excel and power point. It is also 

possible to easily retrieve documents in the absence of the 

creator. This is done by assigning a unique ID to each 

document. The plugin also helps in searching documents 

based on the category, name and the username. We also 

include the feature of automated backup for all the documents 

and templates. It enables publication and sharing of template 

lists across the organization. The software makes profiling of 

the document compulsory and makes profiles with several 

properties and hence multiple options for retrieval are 

available. 

 

III. PROPOS ED SYS TEM 

 

In this project there is a proposal of a Microsoft word add in 

based on secure cloud storage of Microsoft word, excel and 

power point files. 

The main functions would include: 

1) Centralized server for documents  

2) Save documents on a local server instead of saving it on the 

personal computer. 

3) Compulsory document profiling 

4) Security with Folder Encryption 

The retrieval of document becomes easier in the absence of the 

owner of the user because of the cloud storage and sharing 

feature. The proposed system is very reliab le. The software 

transmits the data onto the local server and saves the data in an 

encrypted manner such that it cannot be accessed by 

unauthorized users. This system also offers sharing the 

documents when the documents are saved on the remote 

server. 

 

IV. METHO DO LOGY 

 

Waterfall model  

The waterfall model is a sequential model in which the method 

of development is linear and sequential. Our working is based 

on this model as we work in a sequential manner starting with 

the requirements gathering phase and progressing sequentially 
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on to Design, Implementation, Verification and Maintenance 

stages. Water fall model is also called the classic life cycle, 

suggests a systematic sequential approach to software 

development. The waterfall model is also called as a linear 

model which is not suitable for changing the nature of work. 

Thus, in this model work is done in a linear manner.  

 

V. PROPOS ED PLUGIN IMPLEMENTATION 

 

Working Mechanism 

The user has to login to the plugin to gain access to Microsoft 

office. Now after making the document when the user wants to 

save the document the user does not need to click on save or 

save as button like the tradit ional office implementation. 

Instead the user clicks on the save button and the plugin opens 

up where the user is asked to do compulsory document 

profiling. To save the document the user clicks on the save 

button, now the user is compelled to save the document on a 

remote server instead of saving it on the local computer. There 

is no save as button as the one in the traditional Microsoft 

office as shown below. For the purpose of saving the 

document, profiling is compulsory. Once the document 

profiling is done the document gets encrypted and is stored on 

the remote server. Periodic Backup of the documents is 

conducted on a different server dedicated specifically for 

backup.  

      

FUNCTIONALITY 
 

1. Category and Department 

The user of the software can have various departments for the 

software usage. For example a company can have 

Departments as Admin, Law, Finance, and Marketing. Now if 

a user from the above departments saves the document, the 

document can be further categorized by the user based on the 

categories that are decided by the admin. The admin 

department makes all the categories and the departments of the 

software.  

 

 

Figure .1. Category and Department 

 

2. Compulsory Document  Profiling 

It is compulsory for the user to do  profiling of the document 

while saving it. For the purpose of profiling the user has to 

enter the Document name, Created by, Category, Subject, 

Note and the Date. The reason for having compulsory 

document profiling is that it  becomes easy for the user to 

retrieve documents as and when needed. The document 

profiling can be seen in the image shown below.  

 

 
Figure .2. Document Profiling   

 

3. Data Access 

The data is accessed based on the rights given to the user 

(Rights are decided based on the needs of the project). Rights 

given to the user are as follows: 
 

1. Admin Rights 

2. User Rights 
 

1. Admin Rights 

 Admin can create the departments as well as the categories 

and has an access to all the functionalities of the plugin.  
 

2. User Rights 

In order to maintain access transparency the user is given 

access to limited functionalit ies and cannot have access to the 

creation of the departments and categories.  
 

4. Data Backup  

The plugin keeps on taking a backup of the files regularly; the 

backup is saved on the database server.  

 

1. The backup will be taken automatically on a regular interval 

and the user will have the option of taking backup. 

2. If the server crashes then the user can restore his/her 

database from the backup which  is stored on the database 

server. 
 

5. Document Search 

 User saves the documents and the files on the server and for 

this purpose the user is given the user account by the 

administrator. User can give access to other users who have an 

account based on two options: 

 

1. VIEW ONLY 

2. VIEW AND EDIT 

 

For example- Consider a User A  and a user B. User A  has 

made a document and saved it on the server and given the 

access rights to User B. Now if the User B searches in the 
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database of the User A then User B can access the document 

of User A. There is a keyword  search algorithm for Search 

process. The user only has to enter a part o f what he entered 

while doing document profiling. No w the keyword search 

recovers all the documents where the entered keyword is 

present in any of the sections of document profiling.  

 

VI. ALGORITHMS  IMPLEMENTED 

 

1. KEYWO RD SEARCH ALGORITHM 

 

We implement keyword search algorithm for the purpose of 

finding the documents from the place where it  has been stored. 

The user only has to remember a single word of what he/she 

has entered while doing document profiling and once the user 

enters that word the algorithm searches for the keyword in the 

document name, note as well as the subject of the document 

and shows the documents wherein the entered keyword is 

found in any of the above mentioned fields. For example, the 

user makes a document for a Java code and during the 

document profiling the user enters the subject as Java code for 

Keyword Search algorithm and writes a note as Keyword. 

Now, suppose the user wants to retrieve the document after 

one month and user does not remember the name of the 

algorithm on which the document  was made but knows the 

language in which it was made. So now the user enters the 

keyword that he remembers which is Java, and immediately all 

the documents having written java somewhere in them be it in 

note, subject or name gets displayed to the user. 

 

 
Figure. 3. Keyword Search Implementation  

 

2. DATA ENCRYPTION STANDARD (DES ALGO RITHM)   

The Data Encryption Standard (DES) is a symmetric-key 

block cipher. The encryption is done on the folder that is 

stored in the database. DES encrypts the folder in which the 

files are stored and improves the security of the file, so that 

unauthorized users cannot gain access to the files. 

 

How it works? 

Encryption of a block of the message takes place in 16 states 

or rounds. From the input key, sixteen 48 bit keys are 

generated, one for each round. In each  round, eight s o-called 

S-boxes are used. These S-boxes are fixed in the specification 

of the standard. The block of the message is divided into two 

halves. The right half is expanded from 32 to 48 bits using 

another fixed table. The result is combined with the subkey for 

that round using the XOR operation. Using the S-boxes the 48 

resulting bits are then transformed again to 32 b its, which are 

subsequently permutated again using yet another fixed table. 

This by now thoroughly shuffled right half is now combined 

with the left half using the XOR operation. In the next round, 

this combination is used as the new left half.  

 

Security of DES  

This secret key encryption algorithm uses a key  that is 56 bits, 

or seven characters long. At the time it was believed that 

trying out all 72,057,594,037,927,936 possible keys (a seven 

with 16 zeros) would be impossible because computers could 

not possibly ever become fast enough. In 1998 the Electronic 

Frontier Foundation (EFF) built a special-purpose machine 

that could decrypt a message by trying out all possible keys in 

less than three days. The machine cost less than $250,000 and 

searched over 88 billion keys per second. 

 

VII. CONCLUS ION 

 

The main goal of the plugin is to securely store the files on a 

remote server and to provide a solution which can help 

organizations to have a centralized storage of all their 

documents. We use the technique of keyword search in order 

to make the retrieval of documents easier for the user. 

Encryption of the files is done in order to improve the security 

of the documents so that unauthorized users cannot access the 

documents. Our Backup feature solves the problem of lost 

documents in the most efficient manner possible.  We assume 

that this way of storing and accessing data is much secure. Our 

efforts are going on to solve the prob lem of secured data 

storage and retrieval. Businesses, Colleges, Schools and 

basically all types of organization can use our plugin In order 

to have a Centralized file storage system. Organizations will 

not only be able to save their documents in a secured manner 

on a centralized remote server, but they will also be able to 

save and retrieve their files in a much more efficient manner 

then how it happens currently. 
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